Example of a phishing email impersonating EZ-Link

EZ-Link Wallet (Possible Inactive
Account Alert)
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EZ-Link Wallat

Possible Inactive Account Alert.

It seems that you had no activity with EZ-Link last months .

EZ-Link has determined your accoun! as inactive | when the owner of the inactive
account doesn't top up belore the given deadline the account and all its data will be
permanantly delated.

Ir-crder to keep your azlink waliet please top up at least 1 5GD

Top-up Wallet

Customers are advised:

e To check that the email domain belongs to EZ-Link (ending with ezlink.com.sg). If
unsure, please contact our customer service at customerservice@ezlink.com.sg.

e NOT TO click on hyperlinks found on suspicious emails with unknown origins.

e NOT TO reveal personal information/log-in credentials or credit card details. EZ-
Link will never ask for such information over a web form.

For more information on common signs of phishing, please visit bit.ly/CSA-tips.



